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To asses the effectiveness of an organisation ability to protectTo asses the effectiveness of an organisation ability to protect
its valued/critical asset:its valued/critical asset:

To To Evaluate/ExamineEvaluate/Examine::
PolicyPolicy
Processes and ProceduresProcesses and Procedures
OperationsOperations
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Security Audit is performed to ensure:Security Audit is performed to ensure:
Compliance with Standards & LawsCompliance with Standards & Laws
Valued assets are protectedValued assets are protected

To Recommend:To Recommend:
Improvement and Enforce ControlsImprovement and Enforce Controls
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Things to Consider before an Audit?

Who to Use:Who to Use:
Internal AuditorInternal Auditor
External AuditorExternal Auditor

Type of Audit:Type of Audit:
IS Technical: IS Technical: -- Minimise Loss/FailureMinimise Loss/Failure
IS Efficiency: IS Efficiency: -- Minimise Costs and Increase RoIMinimise Costs and Increase RoI
IS Assessment: IS Assessment: -- Certification & ComplianceCertification & Compliance
Software Assessment: Software Assessment: -- Inventory/People/PerformanceInventory/People/Performance
Information Security: Information Security: -- Verify Compliance/Best Practices.Verify Compliance/Best Practices.

Guarantee:Guarantee:
Due CareDue Care
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Authority:

ISACA: Information Security Audit & Control Association

Recommend Computer Systems Audit and controls.

Example: COBIT - Control Objectives for Information & related 
Technology (IT Governance Institute)

Laws:

HIPAA: Health Insurance Portability & Accountability Act

Responsible for ensuring health information are protected and 
secured.

Protected Health Information (PHI)

Guidelines
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Laws:

GLBA: Gramm-Leach-Bliley Act
Financial Section guideline for IS Controls

Provides Risk Management Controls

CISAA: Corporate Information Security Accountability Act

Information Security Accountability Controls

GAISP Generally accepted information security principles

CSBIA: California Security Breach Information Act

Disclosure of security breaches

Responsible to: Shareholders, Customers & 3rd parties.

Guidelines-2
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Audit Trail Analysis
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A collection of logged Computer Network Events:

Comprising of 
Operating System,
Application and 
User Activities

Example:

Syslog, Sulog, Lastlog and EventViewer

Audit Trail Analysis

Audit Trail:
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Audit Policy

Fig. 1: Event Viewer

London Metropolitan University


